Chapter 3 from Report and Recommendations, Panel on Audit Effectiveness, August 31, 2000.

CHAPTER 3 — EARNINGS MANAGEMENT AND FRAUD

3.1  This chapter describes earnings management and fraud. It summarizes the professon’s
dandards that define the auditor’s responsbilities for, and provide guidance to auditors on, the
detection of fraud. It adso explores the concepts of “earnings management” and “qudity of
earnings,” and how earnings management is relaied to and may conditute fraud. The chapter
concludes with the Pand’s findings on the effectiveness of audits in detecting fraud and its
recommendations for improving the conduct of audits through strengthened standards that would
indude a number of seps — induding a "forendc-type" fiddwork phase — to improve the
likelihood that auditors will detect fraudulent financid reporting.

DEFINITIONS AND PROFESSIONAL RESPONSIBILITIES

3.2  Staement on Auditing Standards (SAS) No. 82, Consideration of Fraud in a Financial
Satement Audit, digtinguishes fraud from error on the bass of whether the underlying action that
reslts in a misstaement of the financia <Satements is intentiond or unintentiond. The SAS
notes that, while fraud is a broad legad concept, the auditor's concern with fraud specificaly
rdates to fraudulent acts that cause a maerid misstatement of the financid Statements® SAS
No. 82 not only is a complex and detalled standard, but dso cdls for the exercise of condderable
judgment.

3.3  Two types of intentiond misstatements are relevant to the auditor's consderation of fraud
— misstatements aisng from fraudulent financid reporting and misstatements aisng from
misgppropriation of assats. Fraudulent financid reporting involves intentiond misstatements or
omissons of amounts or disclosures in financid Statements, perhgps as pat of a scheme to
“manage earnings.”

34  Misappropriation of assets (sometimes referred to as defacation) involves the theft of an
entity's assets, accompanied by financid dtatement misrepresentation. Misappropriation of assets
can be accomplished in various ways, including embezzling receipts, Sedling assets or causing
an entity to pay for goods or services not received. Misgppropriation of assets may involve one
or more individuas among management, employees or third parties.

35 SAS No. 82 explans many of the limitations under which an auditor operates, induding
the fact tha fraud may be conceded through fasfied documentation, including forgery. A
financid daement audit rardly involves authentication of documentation, and auditors are not
trained as or expected to be experts in such authentication Fraud also may be concedled through
colluson among management, employees or third parties. Auditors dso do not possess

1 In Accounting Irregularities and Financial Fraud: A Corporate Governance Guide (2000 edition), p. 4, Michael
R. Young, alitigation partner of Willkie Farr & Gallagher specializing in securities and financial reporting,

observes, “Technically, adistinction can be drawn between an irregularity and fraud insofar as an irregularity
consists of an intentional misstatement in financial statements, whereas an irregularity evolvesinto fraud only when
those financial statements are shown to another who then justifiably relies on them to his or her detriment. In
common parlance, though, the terms are being used interchangeably. . . .”
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investigative powers, such as the power to subpoena witnesses and obtain evidence under oath.
Furthermore, the evidence that auditors gather in an audit is often only persuasve; it is rardy
conclusive. And ladtly, audits are designed to detect only material misstatements.

3.6  Accordingly, a financid Statement audit performed in accordance with generdly accepted
auditing dandards (GAAYS) is not a “fraud audit” or a detailled forensgc-dyle examination of
evidence. Forensic audit procedures typicadly are performed on a limited number of accounts —
as a spaae engagement and not as pat of an audit of finahcid Satements performed in
accordance with GAAS — to determine the extent of a known or suspected fraud. In the absence
of such knowledge, even a forensic-type audit cannot guarantee that fraud will be detected. It is
widdy beieved that converting GAAS audits to fraud audits would nvolve cods far in excess of
the foreseeable benefits to the public. SAS No. 82 recognizes that, because of the nature of
evidence generated in a GAAS audit and the characteridics of fraud, a GAAS audit provides
only reasonable, but not absolute, assurance that materia misstatements will be detected.

3.7  Auditors are required to assess the risk of fraud in dl audits. SAS No. 82 requires the
auditor specifically to assess the risk of materid misstatement from fraud; it indicates risk factors
that the auditor should consder and provides guidance on how the auditor should respond to the
rsk assessment. The auditor has a responghbility “to plan and perform the audit to obtain
ressonable assurance about whether the financid dStatements are free of materiad misstatement,
whether caused by error or fraud.”

3.8 The generd standard of due professiona care requires the auditor to exercise professional
skepticism, which means having an attitude tha incdudes a questioning mind and a critica
assessment of audit evidence. The dandard dates that “the auditor neither assumes that
management is dishonest nor assumes unquestioned honesty.”? This differs from the assumptions
normaly made by forensc auditors and investigators empowered by law. Forensc auditors, for
example, generdly assume dishonesty unlessthereis evidence to the contrary.

3.9 SAS No. 82 categorizes risk factors related to fraudulent financia reporting. Among the
risk factors are those rdated to management’'s characteristics and influence over the control
environment, some of which relate to the motivation for management to engage in fraudulent
financid reporting, and persond characteristics bearing on integrity and management syle. SAS
No. 82 dso discusses risk factors specificaly related to misappropriation of assets the
susceptibility of assets to theft and the lack of controls designed to prevent or detect
misappropriations. It provides examples of risk factors in each of these two categories and
guidance on other matters that auditors may become aware of that should be considered in
assessing the risk of material misgppropriation of assets.

3.10 Many of the factors cited in SAS No. 82 are subjective and difficult to assess, and risk
factors may exig in circumstances where fraud does not. Even when risk factors are present, the
auditor’s response to them is not definitively prescribed by the standard. SAS No. 82 dates that
“the auditor’s judgment may be that audit procedures otherwise planned are sufficient to respond
to the risk factors.”

2 Some observers characterize this standard as proffering a“neutral” concept of professional skepticism.
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311 The Auditing Standards Board (ASB) has commissoned research to evduate the
effectiveness of SAS No. 82. The results of the research are expected to be available in 20003

EARNINGS MANAGEMENT: THE CONTINUUM FROM LEGITIMACY TO
FRAUD

3.12 Reports and dlegations of ingppropricie eanings management were influentid in
prompting the Pand’s project, and the Pand devoted consderable attention to earnings

management.*
Framing the lssue

3.13 The term earnings management covers a wide vaiety of legitimaie and illegitimate
actions by management that affect an entity’s earnings. The Pand nether sought nor formulated
a predise definition of earnings management® Rather, it sought to understand the phenomenon
that ranges from legitimate managerid activities & one end of the spectrum to fraudulent
financia reporting a the other. It focused on the entire spectrum and how the auditor's role in
enhancing the credibility of financid information is affected by the different ways in which
earnings can be managed.

3.14 Virtualy dl managerid activities have a potentid effect on earnings, and in tha sense
conditute earnings management; otherwise, the activities presumably would not be undertaken.
Eanings management generdly implies, however, that the activities undertaken are designed

3 In October 1998, the AICPA issued a Request for Research Proposals for an Assessment of SAS No. 82. The broad
objectives sought are to assist the ASB in its assessment of the effectiveness of SAS No. 82 and in its effortsto
improve related guidance by addressing how emerging businesses and technology affect the process of detecting
material misstatements caused by fraud.

* In his speech, The“ Numbers Game” (NYU Center for Law and Business, September 28, 1998), Arthur Levitt,
Chairman of the Securities and Exchange Commission (SEC), remarked, “Well, today, I’d like to talk about another
widespread, but too little-challenged custom: earnings management. This process has evolved over the yearsinto
what can best be characterized as a game among market participants. A game that, if not addressed soon, will have
adverse consequences for America s financial reporting system.”

® The Panel is not aware of asingle accepted definition of the term earnings management. In fact, differing
characterizations or definitions of the term can be found. For example, in “Commentary on Earnings Management,”
Accounting Horizons (December 1989), p. 92, Professor Katherine Schipper observesthat “ by ‘ earnings
management’ | really mean ‘disclosure management’ in the sense of a purposeful intervention in the external
financial reporting process, with the intent of obtaining private gain (as opposed to, say, merely facilitating the
neutral operation of the process).” In*“A Review of the Earnings Management Literature and its Implications for
Standard Setting,” Accounting Horizons (December 1999), p. 368, Professors Paul M. Healy and James M. Wahlen
state, “ Earnings management occurs when managers use judgment in financial reporting and in structuring
transactionsto alter financial reportsto either mislead some stakeholders about the underlying economic
performance of the company or to influence contractual outcomes that depend on reported accounting numbers.” In
Accounting Irregularities and Financial Fraud: A Corporate Governance Guide (p. 13) (see note 1), Michadl R.

Y oung describes the term as embracing two types of “managed earnings’ and observes, “Now in talking about
managed earnings, one has got to be careful. There are two types of managed earnings. Onetypeissimply
conducting the business of the enterprisein order to attain controlled, disciplined growth. The other type involves
deliberate manipulation of the accounting in order to create the appearance of controlled, disciplined growth—
when, infact, al that is happening is that accounting entries are being manipulated” (emphasisin original).
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ether to smooth earnings over two or more interim or annua accounting periods or to achieve a
designated earnings level, perhaps to meet securities andysts’ forecasts.®

3.15 Some earnings management activities involve legitimate discretionary choices of when to
enter into transactions that require accounting recognition, not unlike legitimate year-end tax
planning decisons made to accderate deductions or defer taxable income. For example,
advertisng expenditures, which generdly should be expensed when incurred, may be accelerated
in the fourth quarter if the entity is exceeding its earnings target or deferred if it is faling to mest
that target. Other earnings management activities involve legitimate choices of how to account
for transactions and other events and circumstances — paticularly those involving accounting
edimates and judgments — in conformity with generaly accepted accounting principles (GAAP).
For example, implementation of a decison to enhance the entity’s credit and collection activities
may legitimately support reducing the esimate of bad debt expense. These ae legitimate
management decisons that affect reported earnings whose consequences are accounted for in
conformity with GAAP.”

316 Eanings management dso may involve intentiondly recognizing o  messuring
transactions and other events and circumstances in the wrong accounting period or recording
fictitious transactions — both of which congtitute fraud. Choosing the appropriate period in which
to recognize a transaction requires both management’s and the auditor's understanding of al the
rdlevant facts and circumstances. For example, assume that an entity announces that — either in
response to higher costs, to meet current-period sales targets or for any other reason — it will
increese prices a the beginning of the next quarter, thereby <timulating some customers to
purchase unusudly high quantities before the end of the current quarter. If the sdes meet dl the
criteria for revenue recognition, the entity should recognize the sdes when the product is
shipped, possibly resulting in an effective and legitimate management of eanings®  If, however,
there is an unusud right-of-return privilege and there is no bass for edimating the returns that
will teke place, the transaction essentidly becomes a conditiond sde, and recognizing the
revenue when the product is shipped violates GAAP and misstates the financia statements. If the
right-of-return privilege has been conceded from the auditor as pat of a scheme to increase
reported eanings, the financid datement misstatement involves fraudulent financid reporting.
This suggests that the wide variety of earnings management activities, which cannot aways be
classfied easly, conditutes a continuum that ranges from complete legitimacy a one extreme to
fraud at the other.

The Quality-of-Earnings Concept in the Continuum

3.17 Eanings management that conditutes “fraud” is didinctly different from earnings
management that is perceived as reducing the qudity of earnings Similar to the term earnings

® Many factors may influence how earnings management is carried out, even in entities that do not have “earnings”
in the traditional sense. The valuation of securities can beinfluenced by financial measures such as revenue growth,
operating margins, income tax ratios and cash flows from operations, among many others. In this chapter, earnings
management subsumes all such factors.

” In certain circumstances, GAAP require disclosure of the effects of these decisionsin the financial statements.
Disclosures also may be required by the SEC’ srules and regulations under Item 303 of Regulation SK,
Management’ s Discussion and Analysis of Financial Condition and Results of Operations (MD&A).

8 Disclosure may be required by the SEC’ s rules and regulations for MD&A (see note 7).
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management, the term quality of earnings has no universdly accepted definition, and what it
means to one individuad may not be what it means to another. For example, some might say that
a company whose fixed asset depreciation policy results in higher reported earnings then it
would have using that of competitors has a lower qudity of earnings than its competitors. On the
other hand, if the particular depreciation policy reflects a better utilization of fixed assets by, for
example, implementing asset maintenance programs that extend ther lives the qudity of
earnings might be equal to or maybe even higher than that of the compstitors. In the end, most
would agree that ingppropriately increasing earnings results in alower qudity of earnings.

3.18 It is the acceptability of an accounting policy under GAAP that draws the line on the
continuum  didinguishing legitimate eanings management from fraud. However, determining
whether or when the behavior in the earnings management continuum crosses the line from
legitimacy to fraud in a specific dtuaion is not dways eassy. Where legitimate earnings
management is present, there indeed may be issues and debates about the qudity of an entity’s
earnings, but not about whether the financid dHaements are presented farly, in dl materid
respects, in conformity with GAAP. On the other sde of the line is fraudulent financid reporting
(unless the departure from GAAP is unintentiona, in which case it conditutes “error”) and not
merdly alower qudity of earnings.

3.19 The auditor's responshility to detect fraud was discussed earlier in this chapter, and
respongbilities to report fraud to the audit committee were noted in Chepter 2. Auditors
responsbilities with regard to the qudity of an entity’s earnings, when fraud is not an issue, ae
diginctly different from their responshilities to detect and report fraud. SAS No. 90 on audit
committee communications requires the auditor to discuss with audit committees the auditor's
judgments about the quadity, not just the acceptability, of the entity’s accounting principles and
the edimates and judgments underlying its financid datements. For example, the auditors should
inform the audit committee when they bdieve that an entity's accounting policies are
goproaching unacceptability, even if the policies have not yet crossed into that territory. (The
SAS was prompted in large pat by the Report and Recommendations of the Blue Ribbon
Committee on Improving the Effectiveness of Corporate Audit Committees) Increased
communications between audit committees and auditors should enhance the understanding by
audit committees about qudity-of-earnings issues and thereby improve financia reporting.

Motivation for Earnings Management and Fraud

3.20 The motivation to manage earnings comes in pat from management’s responghility to
direct the entity’s operations in a way that achieves targeted results. The motivation aso comes
from pressures on management from sources both outdde and indde the entity. Externd
pressures come principally from the capital markets. Many observers believe that Wall Street’s
expectations  significantly affect both appropriate and inappropriate  management  behaviors’

% In his speech, The“ Numbers Game” (see note 4), Chairman Levitt observed, “ Increasingly, | have become
concerned that the motivation to meet Wall Street earnings expectations may be overriding common sense business
practices.” Hefurther stated, “Asaresult, | fear that we are witnessing an erosion in the quality of earnings, and
therefore, the quality of financial reporting.” Chairman Levitt also remarked, “Many in corporate Americaare just as
frustrated and concerned about thistrend as we, at the SEC, are. They know how difficult it isto hold the line on
good practices when their competitors operate in the gray area between legitimacy and outright fraud.”
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Members of top management are especialy subject to pressures to demongtrate that shareholder
vaue has grown as a consequence of their leadership. Boards of directors are subject to pressures
from stakeholders to enhance the vaue of the entity, and they in turn create internal pressures on
management to meet financid and other gods and ensure the growth and prosperity of the entity.
Boads oversee the gSewardship of management and prescribe the basis for measuring
performance and rewarding or pendizing management. Pressures by top management on others
a different levels of the entity are everyday occurrences and ae a naturd pat of the
performance evauation process.

3.21 Not only are these pressures commonplace in today’s environment, but adso the persond
consequences to management of meeting or faling to meet financid gods can be extraordinary.
The sysem for financid rewards to management is frequently skewed toward participation in the
growth of an entity's worth in the marketplace, especidly, dthough not exclusvey, for top
management.’® At many levels within an entity, financid incentives based directly or indirectly
on accounting results can be ggnificant. At some point in the continuum, the motivation behind
earnings management may become strong enough to result in fraud.

3.22 Opportunity is a necessxy feature of fraud, and it explans why management is in a
unique pogition to perpetrate it. As the stewards of the entity, management possesses the power
to manipulate the accounting records and prepare fraudulent financid reports™ Whatever
controls might be present in an entity, management often has the ability to override them.
Management can olicit whatever “help” it needs to cary out the fraud by directing or enlisting
subordinates to asss. Thus, if colluson is needed to cary out the fraud, management can
facilitate the colluson. If fase documents need to be prepared, management can see that it is
done. However, in those entities where the board of directors and management set the proper
tone, promote high ethicad standards and ingtal appropriate controls to prevent and detect fraud,
the opportunities to commit fraud can be reduced sgnificantly.

3.23 Ancther feature of fraud perhagps is obvious — concedment. Concedment usudly is an
dl-important goa of the perpetrator of a fraud, and the schemes for concedment vary from the
patently smple to enormoudy complex. Concedment of fraud from the auditors often is a
paramount objective, and for that reason successfully assessing the risk of fraud and designing
audit procedures for its detection can be very difficult. At best, some might assert that observable
risk factors present in a given situation could suggest the possibility of fraud.*?

19 For example, compensation plans for management-level personnel based on the notion of “pay-for-performance”
or “pay-for-value” often involve the use of stock options or other equity-type instruments, the ultimate
compensatory value of which depends largely on the increase in the company’ s stock price over time.

Y The Panel recognizes that, in the vast majority of cases, management exercises ahigh level of integrity and
professionalism in preparing financial reports.

12 SAS No. 82 lists risk factors relating to misstatements arising from fraudulent financial reporting in three
categories; management’ s characteristics and influence over the control environment, industry conditions, and
operating characteristics and financial viability. It also discusses risk factors relating to misstatements arising from
misappropriation of assets.
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Crossing theLine: From Trickleto Waterfall

3.24 Academics and others have conducted a substantial anount of research on fraud.*® Some
of the research, as well as anecdotd evidence, suggests that fraud often starts out smdl, like a
trickle* What ends up as a massive financid fraud — in effect, a waterfdl — rardy dtarts with a
grand plan or conspiracy. It often tarts so smdl that the participants do not beieve they are
depping over the line. Rather, they beieve that they are doing nothing more than legitimady
managing earings, merdly exploiting ambiguities in the accounting rules'®

3.25 Frauds often start in one of the first three quarters of an entity’s fiscd year.!® Auditors
have limited responghiliies for inteim financid informaion (generdly quarterly financid
reports). Auditors are engaged to review that information, but it is not subjected to the same
sruting as are the full year's audited financid statements'’  Furthermore, matters potentially
materid to an interim financid report might not be materid to the annud financid Satements,
and therefore may not receive scrutiny from the auditors ether in ther limited quarterly reviews
or the annud audit. Perpetrators may use this fact to ther advantage in ther efforts a
concedment. In addition, manipulations of earnings in interim periods often are rationdized by
management as being only temporary “borrowings,” since there is plenty of time left in the year
to correct the problem. The raiondization dso may include a bdief that the manipulations are
intended to avoid earnings volatility and surprises, and therefore are in the shareholders best
interests.

3.26 The trickle becomes a waterfal when this “borrowing” accelerates and the perpetrators
end up ether taking pogtions that are indefensible or developing a scheme for concement that
will avoid discovery.’® Sometimes by the end of the fisca year, the “borrowing” is il relatively
gmdl, but may continue to grow in future years. Sometimes by the end of the fiscd year, the
manipulations have grown but they ether may escape detection by the auditors or, if found, are

13 Some of that research involves certain “high-profile” cases of fraud involving public entities, while other research
focuses on frauds that receive little or no press coverage. An example of research involving public entitiesis that
commissioned by the Committee of Sponsoring Organizations of the Treadway Commission, Fraudulent Financial
Reporting: 1987-1997, An Analysis of U.S. Public Companies, published in March 1999 (1999 COSO Report). Data
from the 1999 COSO Report was used in a study commissioned by the ASB, Fraud-Related SEC Enforcement
Actions Against Auditors; 1987-1997 (August 2000). The Panel also undertook its own study of SEC Accounting
and Auditing Enforcement Releases (AAERS), which is described in Appendix F.

1 Young, p. 11 (see note 1) states, “It starts out small. Massive financial fraud does not start with agrand plan or
conspiracy.”

15 While the concept of “materiality” generally is not viewed as an accounting ambiguity, it too can be exploited. For
adiscussion of the concept of materiality, see “Materiality, Waived Adjustments and Analysts' Expectations’ in
Chapter 2.

16 The 1999 COSO Report, p. 34 (see note 13), states, “From our readings of the AAERSs, we observed that many
frauds allegedly were initiated in aquarterly Form 10-Q, with the first manipulation sometimes at relatively small
amounts. After observing that the fraud was undetected ininitial attempts, the fraud scheme was repeated in
subsequently issued quarterly or annual financial statements, with the fraud amount often increasing over time and
generally stretching over two fiscal years.”

17 SASNo. 71, Interim Financial I nformation (as amended), addresses the limitations of auditors’ reviews of that
kind of information.

18 «Taking positions” is not limited to management taking positions to justify its actions with the external auditors.
Management also can “take positions’ with other members of management, internal auditors and boards of directors
(or audit committees) unbeknown to external auditors, regulators or others.
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judged to be “immaterid errors”'®  When these manipulaions come to light and they are
materid, they often lead to a retatement of the financid Statements and usudly to dlegations of
“audit falure” Redtaements of previoudy audited financid dStatements raise questions about
whether the system that provides assurances about both the qudlity of audits and the rdiability of
financid reportsis operating effectively.

The Pand’s Per spectives About the Responsibilities of Auditorsand Others

3.27 The Pand is concerned that the auditing professon has not kept pace with a rapidly
changing environment. The Pand believes that the professon needs to address vigoroudy the
issue of fraudulent financid reporting, incduding fraud in the form of illegitimate eanings
management. It believes that audit firms should aspire to “zero defects’ as ther god and
endeavor to diminate audit falures completedly.?® They should promote that god to their
personnel starting on their firs working day. Congant reminders and reinforcements should be
present throughout the careers of dl professonds and compliance with firm polices and
procedures should be a mgor factor in ther advancement and compensaion. Professond
skepticism should mean more than only words in the auditing sandards — it should be a way of
life for auditors. The objectives in an audit should include detecting materid financid Statement
fraud — that goal should drive both auditing standards and the way they are gpplied. By mesting
that objective, auditswill serve to deter fraud as well as detect it.

3.28 The Pand accepts the premise that a GAAS audit is not, and should not become, a fraud
audit. It accepts the premise that reasonable, not absolute, assurance is a sufficiently high
standard of responshility. It believes that this is a high enough standard to provide the assurance
about the rdiability of audited financid information that the capitd markets need for ther proper
functioning. While accepting these premises, the Pand nonethdess is concerned that auditors
may not be requiring as much evidence to achieve reasonable assurance as they have in the pad,
especidly in areas where they bdlieve that risk islow.

3.29 The Pand’s perspective is that, even in the face of the srengthened auditing standards
issued over the pagt 15 or so years, audit firms may have reduced the scope of audits and leve of
testing, a least in part as aresult of redesigning their audit methodologies.

3.30 The Pand recognizes that the primary responsbility for the prevention and detection of
fraud rests with management, boards of directors and audit committees® Management should

19|f the errors were judged to be material, the financial statements would not be issued until they had been

corrected. If the auditors have determined that evidence of management fraud may exist, they are required to
communicate the matter directly to the audit committee, and in certain circumstances to the SEC.

20 The Panel notes that an allegation of an audit failure does not necessarily mean there was one. However, the

Panel’ sresearch and analysis of cases alleging audit failures (Appendix F) and cases that have been resolved support
its concerns about the effectiveness of audits in detecting fraud. Aspiring to “zero defects” does not imply there
would never be an undetected material financial statement fraud, since the standard of responsibility for auditorsis
that of “reasonable assurance,” not “absol ute assurance” (see “ Definitions and Professional Responsibilities’ earlier
in this chapter). Furthermore, a*“ zero defects’ goal does not mean that auditors’ failure to detect amaterial financial
statement fraud implies alack of compliance with GAAS.

21 Report of the NACD Best Practices Council: Coping with Fraud and Other I1legal Activity, A Guide for Directors,
CEOs, and Senior Managers, issued in 1998 by the National Association of Corporate Directors and Grant Thornton
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create a culture that deters fraud and should set and communicate clear corporate policies againgt
improper conduct. Directors and audit committees should oversee management’s activities and
demondrate a strong commitment and involvement when problems arise. Auditors serve an
important role in detecting materid financia statement fraud. While they cannot be a subditute
for the enforcement of high standards of conduct by management, boards of directors and audit
committees, auditors can be an important factor in promoting high standards.

3.31 It is with these pergpectives in mind, as well as its findings, that the Pand has formulated
the recommendationsin this chapter.

FINDINGS
QPR Findings

3.32 The QPR probed the risk assessment process and responses related to the risk of
fraudulent financid reporting, as well as the risk of misgppropriation of assets when cdled for in
selected key areas. The QPR aso looked into the overdl integration of the fraud risk assessment
process with engagement risk (client acceptance and continuance) assessments, discussed in
Chapter 2. Furthermore, it probed into the involvement of concurring patners in the risk
assessments.

Fraudulent Financial Reporting

3.33 The QPR reviewears agreed in virtudly al cases with the assessment of the risk of
fraudulent financid reporting and agreed that the right people were involved in the assessment.
They agreed that the assessment process was gppropriate and thorough. The QPR adso affirmed
that the risk of fraudulent financid reporting was conddered in evauding the overdl audit
results and in determining whether additionad audit tests or follon~up actions were necessary. In
generd, the QPR found that the engagement risk and fraud risk assessments were appropriately
linked. In addition, the QPR confirmed the gppropriate involvement of concurring partners in the
process. Lastly, the QPR disclosed concern in about 12% of the engagements regarding the
adequacy of documentation.

3.34 One area conddered by the QPR that is closdly related to the issue of fraudulent financiad
reporting and whether audit tests are adequate to address the possibility of its occurrence is the
area of non-standard entries?® Financid Statement misstatements often are perpetrated by using
nonstandard entries to record fictitious transactions or other events and circumstances,
particularly near the end of the reporting period. The QPR disclosed that in about 15% of the

LLP, setsforth “basic principles” and “implementation approaches’ for corporate directors and independent
auditors, among others, to employ in dealing with fraud and other illegal activity.

22 Non-standard entries is aterm that is not precisely defined, although it isin common use anong accountants and
auditors. Such entries sometimes are referred to as “top-side entries,” “ post-closing entries,” “manual adjustments,”
“management entries’ or “unusual adjustments.” In general, they are financial statement changes or entries madein
the books and records (including computer records) of an entity that usually are initiated by management-level
personnel and are not routine or associated with the normal processing of transactions.
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engagements the auditors did not have an adequate understanding of the dient's system for
preparing, processng and agpproving nonstandard entries. Furthermore, in about 31% of the
engagements reviewed, the auditors did not perform procedures to identify and review nor:
gandard entries, whether made at the end of the period or a other times. When the auditors did
perform such procedures, the reviewers generdly believed that the procedures were appropriate
and that the individuds who identified and reviewed the entries had the appropriate knowledge
and skillsto do so in a meaningful manner.

Misappropriation of Assets

3.35 The QPR probed into the risk of materid misappropriations of assets in key areas where
the reviewers believed that the risk was dgnificant. Only in a few such key aess did the
reviewers believe that was the case. For the most part, the QPR reviewers agreed that the risk
asessments relating to misgppropriation of assets were appropriately made, the right people
made them at the right time, and the responses to the results of the assessments were appropriate.
In one engagement, the reviewer agreed with the risk assessment but observed that a reldively
inexperienced person had made the assessment without the benefit of specidized industry
knowledge, however, the reviewer did not disagree with the response to the assessment by the
engagement team.

3.36 In these same key aress, the QPR reviewers dso reviewed the inherent risk and control
risk assessments, diginct from the risk of misgppropriation of assets. In addition, the reviewers
addressed the involvement of information technology specidists and the appropriaieness of the
substantive tests carried out in the areas. The QPR reviewers indicated that the procedures
performed in these key areas generdly were consgtent with the procedures in dl other key aress.
This may indicate that the auditors did not place any specid emphasis on the areas where the risk
of materid misgppropriation of assets was congdered sgnificant. This fact by itsdf is neither
good nor bad, but it may indicate a tendency of auditors not to place much importance on the risk
of asset misappropriation.®

The Pand’s Broader Consider ation of Fraud

3.37 The Pand undertook a broad condderation of the auditor's responshility for the
detection of fraud. In addition to the QPR process, the Pand studied the input received from
focus groups, interviews with forendc auditors, public hearings and responses to its survey
questionnaire. The Panel reviewed the 1999 COSO Report and discussed the results of the
litigation research undertaken on its behdf. It aso consdered the views of the legd professon
and regulaors, including the testimony recelved at its October 1999 public hearings. Writings by
a number of authors knowledgesble in the area of fraudulent financid reporting aso were
considered.?*

2 The Panel noted during its study of AAERS (see Appendix F) afew instances of materially misstated financial
statements resulting from misappropriation of assets.

24 For example, the Panel considered Y oung (see note 1) and Joseph T. Wells, Occupational Fraud and Abuse
(1997). Mr. Wells, CFE, CPA, isfounder and chairman of the Association of Certified Fraud Examiners.
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3.38 In some cases, auditors interviewed in focus groups and other settings expressed
uncertainty about their responsibility to detect fraud. They aso expressed doubt about ther
ability to detect fraud, especidly fraud involving collusve activities or fasfied documentation.
While many auditors expressed generd familiarity with forensc auditing techniques, no
evidence pointed to any sgnificant use of such techniquesin GAAS audits.

3.39 The Pand’s andyss of recent SEC AAERs (Appendix F) involving the Big 5 audit firms
or ther clients provided insghts into the apparent causes of actud or dleged fraudulent financid
reporting or audit fallures (or weaknesses in the auditing procedures employed) and into some of
the characterigtics that frequently were present.

340 Mog of the misstatements involved rdatively routine accounts and transactions as
opposed to complex judgmenta areas and more esoteric accounts and transactions, such as
derivatives or other complex financid indruments, redructuring reserves, busness
combinations, or in-process research and development charges. Approximately 70% of the cases
involved the oversatement of revenue — resulting from dther premature revenue recognition or
fictitious revenue.

341 The entities with the most sophisticated frauds often were concerned about concedling
them from the auditors and particularly about making the numbers and the reationships among
them “look right” to the auditors when they performed their andyticd procedures. A favorite
technique for accomplishing this was to “play around” with the numbers, often through the use
of non-standard entries, until they “looked right.”

342 Other common characteristics of the cases included entities usng information technology
to feclitate the frauds, dgnificant changes in an entity’s busness that increased inherent risk,
management override of controls, materid frauds a reaively smdl divisons or subsdiaries that
the auditors did not vist, inadequate substantive tests, and audit engagement personnd not
appearing to have adequate training, experience or supervison.

* x *k % %

343 The Pand arived a cetan fundamentad conclusons. Fird, the basc responghility of
auditors to obtain reasonable, but not absolute, assurance that the financid Statements are not
materidly misstated sets the responsbility & an appropriate leve.® To rase the levd of
assurance from that of reasonable to a higher standard, such as high or virtually certain, would
put an unreasonable burden on the auditing professon and place an unjustified cost burden on
entities subject to audit. Survey respondents and commentators a the October 1999 public
hearings generally agreed with that assessment.

344 Second, the premise of professond skepticism being based on an assumption of neither
management’s honesty nor dishonesty should be continued, but auditing standards need to
provide better guidance on how to implement that concept. The cooperation of management is

25 Some commentators observed that attempts should be made (or continued) to educate users about the
responsibility of auditorsto provide only reasonable assurance. The Panel does not discourage such efforts, but it
believes that such efforts might be perceived as overly defensive on the part of the auditing profession.
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critical to both an effective and an efficient audit. Converting GAAS audits to forendc, fraud-
type audits would not be judtified from a cost—benefit perspective and because of the potentidly
detrimenta  effects on the conduct of busness. For example, a forensc audit likely would require
ggnificant additiond time by management in deding with the auditors and might digtract
management from effectively performing its day-to-day operations.

345 The Pand redizes, however, that management generdly is the paty that precipitates
fraudulent financiad reporting.2® Management ordinarily is in a position to collude or cause others
to collude, and management may cregte or fecilitate the creation of falsified documentation, al to
the end of avoiding detection by auditors through norma auditing procedures. Management may
have some moativation to perpetrate financid reporting fraud. Moreover, it is in a podtion to
creste opportunities for doing so and can facilitate its concealment. This poses a quandary to
auditors: On the one hand, to accomplish the audit requires the cooperation of management; on
the other hand, management is in a podtion to midead the auditors in ther quest for vaid
evidence.

3.46 Insummary, the Pand found that:

The risk assessment and response process caled for by SAS No. 82 fdls short in
effectivdy detering fraud or ggnificantly increesng the likdihood that the auditor
will detect materid fraud, largey because it fails to direct auditing procedures
specifically toward fraud detection.?’

GAAS do not provide sufficient guidance to adequately implement the concept of
professona skepticism because management usudly is judged as possessng integrity
(despite the fact that management may have a least some motivation to perpetrate
fraudulent financid reporting). Presumably, if auditors judged management to not
possess integrity, they would not continue to serve those dients. The Pand’s findings,
however, suggest that auditors do not dways pursue sufficiently conditions
discovered during an audit or corroborate adequately management representations
made to them.®

GAAS dismiss colluson as impossble or too difficult to detect and pointedly explain
the lack of expertise of auditors with respect to determining the authenticity of
documents. The Pand acknowledges that these factors are and will continue to be
inherent limitations of an audit. The redity is, however, that dl or mogt financid
reporting frauds involve colluson and many involve falsfied documentation.

26 The 1999 COSO Report disclosed that top senior executives frequently were involved in financial statement
frauds. For example, it notes that in 72% of the cases reviewed, the chief executive officer was named in the SEC’s
AAER, and in 43% of the cases, the chief financial officer was associated with the financial statement fraud. Other
management individual s named included controllers and chief operating officers. The Panel noted similar findingsin
its study of AAERSs (see Appendix F).

27 Al of the audits reviewed in the QPR were subject to SAS No. 82. Furthermore, the Panel understands that the
audits of anumber of entities for which there have been allegations of audit failure also were subject to SAS No. 82.
2 Theterm “red flags’ is sometimes used to describe these conditions. The term often is used in a pejorative way,
however, to imply an auditor’ s failure to pursue the obvious. The Panel recognizes that what might appear obvious
in hindsight is not always obvious at the time and accordingly avoided use of the term.
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Auditors do not appear to place any specid emphasis on the areas where the risk of
misappropriation of assetsis consdered sgnificant.

Audit committees rardy address the potentid for management to commit financid
statement fraud or request auditors to perform specific tests to detect that possibility.

347 Basad on thexe findings, the Pand sought to develop subgtantive recommendations
consgent with the auditor's responsbility to obtan reasonable assurance that would both
enhance the prospects for the detection of materid financid satement fraud and implicitly serve
to deter or prevent such fraud.?® The Panel was cognizant of the dangers of either going too far,
or not going far enough.

RECOMMENDATIONS
To the Auditing Standards Board:

348 The Pand recommends that the ASB deveop stronger and more definitive auditing
dandards to effect a subgtantid change in auditors performance and thereby improve the
likelihood that auditors will detect fraudulent financid reporting.

349 The Pand envisons that the new requirements would be over and above those that are
now contemplated by a GAAS audit. The degree to which these requirements would require
additiond audit effort is likely to vary with a number of factors, such as the sze and complexity
of the entity’s operations and the difficulty of goplying accounting principles that cdl for
management to make judgments involving subjective esimates. The additiond audit effort dso
would be influenced by the auditors risk assessments — induding ther assessments of
management’s motivations (potentidly a many levels of an entity) to manage earnings and meet
the expectaions of the financid community or of higher leves of management — and their
understanding and tests of interna control. The Pand believes that the incrementd audit effort
that would result from this recommendation ordinarily would neither conditute a dominant part
of the audit nor be inconsequentid. Under “Condderation of Exposure Draft Comments on the
Forendsic-type Phase’ a the end of this chapter, the Pand provides the ASB with its observations
on factors that ordinarily would influence how much additional audit effort would be required.

3.50 The Pand further believes it is reasonable that the strengthened standards be effective
garting with audits of financia statements for periods commencing after December 31, 2001.

351 To implement the foregoing recommendation, the Pane recommends that the ASB
requirethefollowing in dl audits

29 The Panel recognizes that, notwithstanding its recommendations, complying with GAAS cannot and will not
guarantee that auditors will detect all material fraud.
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Planning and Supervision

Discusson by supervisory engagement personne  (induding the auditor with find
authority, usudly the engagement partner) with other engagement team members
about the vulnerability of the entity to fraud.

This discusson should encompass what is expected of team members in deding with
a potential for fraud in the specific areas of the audit assigned to them. An important
objective of these discussons would be to identify the appropriate engagement team
members to address the potentid for fraud (e.g., the engagement team members who
should interview company personnel) and how their work is to be supervised and
reviewed.

This recommendation requires a dgnificant drengthening of the firs Standard of
fidldwork that “the work is to be adequately planned and assistants, if any, are to be
properly supervised.” The objective of a drengthened standard is to ensure a
subgantive didogue among members of an engagement team about “what could go
wrong” and “how fraud might be perpetrated.” This didogue should guide how
engagement team members address the possibility of fraud, including how procedures
(including inquiries) might be dedgned to address that possbility. The drengthened
dandard should be sufficiently specific that these activities are carried out by
engagement teams (and thus involve engagement partners) at al sgnificant locations.
The engagement team membes to be involved in this didogue should include
information technology and other specidists assgned to the audit. Decisons about
the actions to be teken by individud engagement team members should be
documented.

Forensic-type Fieldwork Phase

Introduction of a “forensc-type fidldwork phase” Not unlike the traditiond planning,
interim, find and review phases of audits this new forendgc-type phase should
become an integra part of the audit, with careful thought given to how and when it is
to be caried out. A forensc-type fiddwork phase does not mean converting a GAAS
audit to a “fraud audit.” Rather, the characterization of this phase d a GAAS audit as
a forendc-type phase seeks to convey an atitudind shift in the auditor's degree of
skepticism. Furthermore, use of the word phase does not mean that the work cannot
be integrated throughout the audit. >

During this phase, auditors should modify the otherwise neutral concept of
professonad skepticism and presume the posshility of dishonesty a various levels of
management, incduding colluson, overide of internd control and fadfication of

30 The use of the word forensic in this recommendation also does not imply that the ASB needs to use that term in
developing or modifying its standards. Similarly, the word isnot being used in alegal sense and it does not imply
that the results of the procedures necessarily would be suitable for use as“legal evidence.”
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documents®!  The key question tha auditors should ask is “Where is the entity
vulnerable to financia statement fraud if management were inclined to perpetrate it?’

Auditing slandards should require in this phase:

Peaformance of subgtantive tests directed a the posshility of fraud, including
teds to detect the override of interna control by management (recognizing that
management incdudes many levels of personnd in an entity, including personnd
outside of the United States, and not just top corporate-level management). The
nature, timing and extent of such tests should be guided (at a minimum) by the
following criteria®?

Tests should be centered around the balance sheet date for baance sheet
accounts and throughout the year (including the latest quarter) for income
statement accounts, in the following areas (some of which may overlap)®:

High-risk aress (at the specific account and assertion leved) identified by
the engagement team as areas where the opportunity to perpetrate fraud is
higher than normd.®* Candidates for such identification would incdude
balance sheet or income daement accounts affected by revenue
recognition policies, deferred codts, asset additions resulting from complex
transactions such as business combinations accounted for as purchases,
reserves that ae highly dependent on management's intentions or
representations, accounts (or elements of them) not subject to systems-
driven controls, and related party transactions.

Aress for which Accounting Principles Board Opinion No. 20 requires
disclosure of significant accounting policies™

31 See note 2 regarding the “neutral” concept of professional skepticism in the auditing standards. The Panel
recognizes that to presume the possibility of management dishonesty may be thought by some to imply a distrust of
management. That would be erroneous.

32 The ASB might consider providing guidance on procedures thought to be especially useful in forensic (fraud-
type) audits that also could be applied, as an option, in GAAS audits. The Panel recognizes that fraud-type audits
usually are conducted only after fraudulent activity has been suspected or detected and that many procedures
employed in those audits would be impractical or impossible to apply in aGAAS audit. For example, in some fraud-
type audits, company personnel areinterviewed with their own legal counsel present or under grants of immunity.
33 Centering certain tests around the bal ance sheet date may, in some cases, put pressure on auditors because of
deadline considerations. These pressures may be exacerbated unless management fully cooperates with these audit
efforts. Auditors may wish to emphasize the importance of this cooperation, for example, in their engagement

letters.

34| dentifying the high-risk areas calls for risk assessmentsinvolving the exercise of professional judgment. These
risk assessments, of necessity, involve an understanding of the control environment and the entity’ s policies and
procedures for preventing financial statement fraud. To provide guidance for making such risk assessments, the ASB
may wish to consider the outcome of the academic research on the efficacy of SAS No. 82 (see note 3) and other
similar undertakings (see note 13 to Chapter 2). See also “ Consideration of Exposure Draft Comments on the
Forensic-type Phase” at the end of this chapter.

35 A number of cases of fraudulent financial reporting have involved these areas, and the disclosed accounting
policiesinaccurately portrayed the entity’ s actual accounting policies. Accounting policy disclosures often relate to
industry practices or matters unique to the specific entity.
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Materid badance sheet accounts that generdly “turn over” severd times
throughout the year (e.g., trade receivables, inventory, payables, cash and
securities)

Non-dandard entries (including entries made to computer records)
requiring management’s involvement or agoprovd. (The ASB should
define the term non-standard entries for this purpose.°)

Auditors should condder incorporating a surprise or unpredictability eement
in their tests. Examples of what they should consider include the falowing:

Recounts of inventory items or unannounced vidts to locations

Interviews of financid and nonfinancid company personnd in different
aess or locations. Interviews of company information technology
personnd may be agppropriate to inquire about possible overrides of
computer-rdated controls.  Inquiries of company personnd  (including
legd personnel) responsble for addressng reports by company employees
or others dleging irregularities dso should be made. (For example, some
companies have employee “hot lines’ that enable confidentia reporting of
possible improprieties or violations of company palicies.)

Requests for written confirmations from company employees regarding
matters about which they have made representations to the auditors

Requests for written confirmations from customers or vendors that
otherwise would not be underteken and that are carefully talored to
address the nature and specific terms of the underlying transactions, for
exanple, to as5d in identifying “dde agreements’ dlowing a right of
return or other concessons

Tedts of accounts not ordinarily performed annualy
Tests of accounts traditiondly or frequently deemed “low risk”
The tests should be ether tests of detalls or precise substantive analytica

procedures, but not tests of controls. (Tests of controls may not be effective in
detecting fraud because management can override controls.)

36 See note 22.
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The externd auditor should not use the work of internd auditors in carrying
out tests directed a the possbility of fraud®’ The internd auditors may
provide limited direct assstance to the externa auditor, and may perform
smilar procedures to supplement the work of the externd auditor.

Use of technologicaly advanced auditing tools should be encouraged.

Non-corporate and non-U.S. locations should be covered by substantive tests
directed at the possihbility of fraud. Some rotation over a reasonable number of
audit periods would be acceptable.®®

Re-review by supervisory audit personnd, a the concluson of the audit, of high-
risk aress to reassess whether conditions identified during fieldwork or test results
(eg., exceptions and related explandtions by entity personne) might cdl for
additiond tedts.

Retrospective Audit Procedures

Introduction of retrospective audit procedures, cdling for an andysis of sdected
opening badance sheet accounts of previoudy audited financid datements. The
accounts should be sdected using risk-based or other criteria specified by the ASB.
The ASB dso should provide guidance on the types of tests to be applied to the
accounts. The objective of the audit tests should be to assess how certan issues
involving accounting estimates and judgments, for example, an dlowance for sdes
returns, were resolved with the benefit of hindsght. This retrospective look a and
testing of accounts that previoudy had been audited is intended to act as a fraud
deterrent by posing a threat to the successful concealment of fraud, not to second-
guess reasonable judgments based on informetion avaladble a the time the financid
datements were origindly issued. Consequently, the auditor should modify the
otherwise “neutral” concept of professonal skepticism, as discussed above.

Review and Documentation

Review and documentation as follows.

37 The admonition not to use internal auditorsin the forensic-type phase should not be construed as rejecting the
conceptsin SAS No. 65, The Auditor’s Consideration of the Internal Audit Function in an Audit of Financial
Statements (see“Internal Auditors’ in Chapter 2). To the contrary, the Panel sees many opportunities for internal
auditorsto address issues of financial statement fraud, including interacting with the external auditorsin helping
them develop their assessments of risk, and conducting their own internal audit tests to detect fraud. Furthermore,
external auditors may take into consideration the results of internal audit tests designed to detect fraud in deciding
on their own tests. However, because the essence of the forensic-type phase involves an attitudinal shiftinthe
professional skepticism of the external auditorsin performing tests and evaluating their results, ceding that
responsibility to internal auditors would not be appropriate.

38 |n Chapter 2, the Panel made related recommendations under “Multi-location Audits’ and recommendations on
materiality used in planning the audit under “ Establishing Auditing Standards.” The ASB may wish to consider
those recommendations in providing guidance on the coverage of locationsin the forensic-type phase. See also
“Consideration of Exposure Draft Comments on the Forensic-type Phase” at the end of this chapter.
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Debriefing of engagement team members assigned to peform  retrogpective
procedures and procedures during the forendc-type phase by supervisory
personnel, and assessng the propriety of follow-up actions and conclusions
reached, both of which should be documented

Specific documentation relating to the retrogpective procedures and the
procedures carried out during the forendsic-type phase of the audit, including the
results of the assessments made

The Pandl dso recommends, with respect to interim financid informetion, thet the ASB:

Procedural Guidance for Interim Periods

Include in its standards specific guidance for the gpplication of procedures in interim
periods usng a forendc-type approach equivaent to that described above. In this
connection, the Pand believes that the ASB should condder the observations in the
1999 COSO Report that many frauds areinitiated in interim periods.*

Provide criteria for the areas that should be addressed in reviews of interim financid
information. Such criteria might incdlude, for example, areas involving a high degree
of subjectivity (eg., merger-rdlated or redructuring reserves), aess involving
complex accounting sStandards (e.g., software revenue recognition), related party
transactions and areas where controls are particularly susceptible to being overridden
(e.g., sdes cut-off).

Provide guidance on how procedures employed in interim periods that address the
potentia for fraud in financid reportin? adso may be useful as “continuous auditing’
techniques to improve full-year audits*® The Pandl understands the need to separate
auditors responghilities in an audit of financiad dSatements from those in a limited
review of interim financid information. However, it encourages the ASB to research
and address concepts of continuous auditing in furtherance of a more effective audit
modd!.

39 The ASB may choose to modify SAS No. 71 for this purpose, or, alternatively, to provide the guidance as an
integral element of afull-year audit, or both. This recommendation is not intended to imply anew or different
standard of responsibility for auditors conducting and reporting on reviews pursuant to SAS No. 71.

“0 The 1999 COSO Report states, “ These observations highlight the importance of active review of quarterly
financial statements by audit committees and external auditors. Close scrutiny of quarterly financial information and
amove toward continuous auditing strategies may increase opportunities for earlier detection of financial statement
improprieties.”

“! The Panel is aware that the ASB adopted a strategic plan in 1997, Horizons for the Auditing Standards Board:
Strategic Initiatives Toward the Twenty-First Century, which it updates annually. Those initiatives include defining
and devel oping guidance on “continuous auditing” or “continuous assurance.” Another initiative involves
evaluating the efficacy of SAS No. 82, which the ASB plansto review in the context of the academic research that it
commissioned (see note 3).
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To audit firms;

3.52 The Pand recommends that audit firms;

Begin working immediately with the concepts in the recommendations to the ASB to
enhance the auditor's ability to detect financia dtatement fraud. The results of those
efforts should be shared with the ASB for condderaion in developing its standards,
with the intent of expediting the standard- setting process.

Deveop or expand training programs for auditors a dl levels oriented toward
responsibilities and procedures for fraud detection. These programs should emphasize
interviewing skills and the exercise of professond skepticiam, as wdl as testing
techniques. They dso should emphasize (especidly to dtaff and in-charge personndl)
that misgppropriation of assets is a dgnificant risk and that being det to its
posshility a any level in an entity is necessary.*? Training programs should indude
case examples of how defdcations might be effected, the types of controls over the
safeguarding of assets that are effective in preventing and detecting defacations, and
how defdcations are conceded. Specid emphasis should be given to how information
technology might be used to misappropriate assets and disguise the results,

Usng auditors with forendc audit backgrounds to assg in this training would be
beneficid. Personnd  with experience in indudsries where the risk of maerid
misgppropriations of assets is believed to be high (eg., in cetan cadhrintensve
indugtries) also might be used to assigt in such training.

These programs should be implemented as soon as practicable, but in any event no
later than when the ASB issues its drengthened standards. Furthermore, training
programs of this nature should not be one-time events. Firms should be committed to
refreshing and improving these programs as circumstances in clients and industries
evolve and moreis learned about fraud.

Discuss with audit committees the vulnerability of the entity to fraudulent financid
reporting and the entity’ s exposure to misgppropriation of assats.

To the SEC Practice Section Peer Review Committee;

3.53 The Pand recommends that the SECPS Peer Review Committee request that peer
reviewers.

Evduae the implementation of the drengthened auditing standards issued by the
ASB and evduate the training programs developed in response to the Pand’s
recommendations to audit firms. The Peer Review Committee should develop
guidance for peer reviewers to conduct these evaudations. The evdudions should
address the priority given by the firms to fraud-rdated training; the involvement of

42 See note 23.
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upervisory  engagement  personnd in planning, supervison and review; and the
adequacy of documentation.

Indude their findings in this area in ther reports to the SECPS Peer Review
Committee.

To audit committees:
3.54 ThePand recommends that audit committees:

Request management to report on the control environment within the entity and how
that environment and the entity’s policies and procedures (including management’s
monitoring activities) serve to prevent and detect financid statement fraud*® Such
reporting should acknowledge, in explicit terms, that fraud prevention and detection
are primaily the responghility of management. It dso should help audit committees
asxss the drength of management’'s commitment to a culture of intolerance for
improper conduct. Furthermore, audit committees should seek the views of auditors
on ther assessment of the risks of financid datement fraud and their understanding
of the controls designed to mitigate such risks.

Accept responghbility for ascertaining that the auditors receive the necessay
cooperation from management to cary out ther duties in accordance with the
strengthened auditing standards to be developed by the ASB.

To the SECPS Quality Control Inquiry Committee:

3.55 ThePane recommends that the SECPS Quadlity Control Inquiry Committee (QCIC):

Assess the results of the ASB's research on the effectiveness of SAS No. 82, together
with information that it has on litigation involving dlegaions of fraud, to determine
whether it believes that the ASB should consder providing further guidance on fraud
risk assessment.**

Initiste ongoing reviews with the ASB, the SECPS Peer Review Committee and the
AICPA’s Professond Ethics Executive Committee regarding factors that gppear to
be influencing audit 5pen‘ormance with a view toward enhancing auditors fraud
detection capabilities™ (QCIC is in a unique postion to conduct these activities
because it usudly is the group that addresses dlegations of audit falure on a timey
basis and thus can act as a catalyst for appropriate action.)

“3 Reports by management may be accompanied by or made jointly with those of internal auditors.

4 The Panel recognizes that QCIC’ s access to information about allegations of audit failurein litigation cases is
limited.

45 QCIC should endeavor to conduct these reviews as a continual reexamination of lessons that might be learned. It
also should consider the possibility of implementing a more encompassing process, including the development and
maintenance of a comprehensive database of information on fraud.
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CONSIDERATION OF EXPOSURE DRAFT COMMENTS ON THE
FORENSIC-TYPE PHASE

3.56 The Pand drongly believes tha its recommendation that the ASB develop stronger and
more definitive auditing sandards to effect a substantid change in auditors performance and
thereby improve the likdihood that auditors will detect fraudulent financia reporting is
appropriate. It adso has expressed its belief that the incrementad audit effort that would result
from its recommendation ordinarily would neither conditute a dominant pat of the audit nor be
inconsequential.  Key to the implementation of its recommendation is that the ASB introduce
into its standards the concept of a “forensic-type phasg’ in all audits. To that end the Pand has
offered some guidance on implementation.

3.57 A number of respondents to the Pand’s Exposure Draft expressed objections to or
reservations about the forendsc-type phase and assated that it would result in numerous,
extensve and unnecessary or ineffective procedures, especidly if applied across-the-board to dl
audits without regard to the individua or unique circumstances of the entity being audited*®
Others expressed the view that the Pane’s approach would discard traditiona concepts of
materidity to the point that auditors would be forced to ded with indgnificant matters. Still
others expressed the view that the introduction of any forensic concepts to a GAAS audit would
exacerbate the so-cdled “expectation gap” and possbly creste additiona litigation risk to audit
firms

3.58 Many respondents asked the Pand to ether drop its recommendation or defer it until
completion of the ASB-commissoned research on SAS No. 824" Some respondents aso
assarted that new research should be undertaken. Some suggested that other research be given
greater weight and carefully evduated, including recent research on large audit firms
methodologies*® In addition, some respondents asked that the Panel recognize the need for the
involvement of dl corporate-governance condituencies (eg., boards of directors, audit
committees, management, and interna and externd auditors) as pat of a broad effort to ded
with fraud, including fraudulent financid reporting. Furthermore, some respondents emphasized
that auditors risk assessments should govern the extent of work undertaken. Others pointed out
the importance of internd control in preventing and detecting fraud and implored the Pand not
to “give up” on controls.

359 The Pand Dbdieves it has conddered the views of and issues rased by dl of the
respondents to the Exposure Draft, and accordingly it has expanded upon or clarified a number
of its recommendations. It aso beieves, however, tha the ASB and audit firms might benefit

“6 Respondents to the Exposure Draft include those parties that provided testimony at the Panel’s July 2000 public
hearings (see Appendix N).

7 Seenote 3.

“8 See note 13 to Chapter 2 on the research commissioned by the Joint Working Group. Some respondents to the
Panel’ s Exposure Draft called for a collaborative effort among the ASB, the International Auditing Practices
Committee (IAPC) and possibly other standard settersto address the audit risk model, including considering this
research. In Chapter 7, the Panel has made recommendations to the ASB and the | APC regarding collaborative
efforts.
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from an expanded discusson of the Pand’s congderation of the factors that would influence how
much additiona audit work would be needed in the forendc-type phase and the nature of that
work.

3.60 The folowing discusson sarves as additiond implementation guidance, incduding the
role of risk assessments and the importance of interna control, to asss in determining the nature
and amount of additiond audit effort in the forensic-type phase.

Risk Assessments

Risk assessments done are not a sufficient bass to diminate the need for substantive
tests in the forensc-type phase*® This basic premise applies to risk assessments made at
ether a broad levd (i.e, engagement, inherent and control risk, including fraud risk) or
an individua account or class of transactions levdl. Risk assessments are an important
foundation — but only one aspect — for making decisons on which individud accounts or
classgﬁ(s) of transactions will be sdected for testing and the nature, timing and extent of the
tests.

Preparation of Financial Statements

The proceses for preparing financid datements differ widdy from entity to entity. At
one extreme, entities redy heavily on automation (i.e, usng computer technology) to
process transactions and “close the books,” to the point that their financia statements can
be prepared virtudly without human intervention. This would be especidly true when the
financid datements do not require sgnificant estimates and judgments by management.
Entities a the other extreme rdy to a high degree on manuad sysems (ether literdly
manua or essentidly manud, eg., where the financid satement accounts are developed
from data that is processed or summarized on computer-generated Spreadsheets). The
processes for preparing the financia datements of many entities lie somewhere between
these two extremes and circumstances within a given entity can vary widdy. Auditors
need to andyze and assess the entity's particular circumstances and its processes for
preparing financid datements.  Conddering where the highest posshbility for human
intervention, especidly for management overide, exigs in the financid datement
preparation process is an important step in dedgning the auditing audit work for the
forensc-type phase.

Non-standard Entries

“9 Thisis consistent with abasic premise of GAAS as explained, for example, in the section on “Correlation of
Control Risk and Detection Risk” in SAS No. 55, Consideration of Internal Control in a Financial Statement Audit,
which states, “ Consequently, regardless of the assessed level of control risk, the auditor should perform substantive
tests for significant account balances and transaction classes.”

%0 The Panel recognizes that its observations would mostly influence the extent of testing in the forensic-type phase.
Thetypes of individual accounts or classes of transactions selected for testing likely would influence the nature of
the tests. The Panel’ s observations on the timing of testing, for the most part, are discussed in the description of the
forensic-type phase.
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All or virtudly dl entities record nongandard entries. These entries can provide an
avenue for management to override controls that could lead to fraudulent financid
reporting. Consequently, auditors need to design tedts in the forensc-type phase to detect
non-standard entries and examine their propriety. This aspect of the forensc-type phase
affects not only the extent of testing, but aso its timing, because such entries can be
recorded &t various times during the yesar.

Considering Internal Control

Interna control functions a many levels. Controls can range from high-levd oversght by
management, to detalled review and reconciliation activities of employees, to numerous
procedurad steps and protocols caried out by individuds, to sophisticated controls
embedded in computer sysems. Understanding the way tha internd control functions at
varying levelsis important to how the auditor addresses the forensic-type phase.

Controls at the individua account-balance or class-of-transactions level that have been
subjected to controls testing by the auditor and have been judged to be operating
effectively tend to influence the nature of and reduce the extert of tests in the forensc-
type phase>’ Auditors need to be especidly dert to the possbility of management
override, however, because management ordinarily possesses a deeper understanding of
controls than does the auditor.

Auditors generdly recognize that some financid dtatement accounts are partly or wholly
a product of routine processing of transactions through well-controlled systems driven by
sophisticated computer technology. Some of these routine processes may be highly
integrated with the financid reporting process and are not readily susceptible to
management override. Other systems process only some transactions routingy, while
other transactions are processed after Sgnificant human intervention.

Management can influence the timing of the execution of some transactions, as well as
when they ae recorded in the accounts. This highlights the importance of tests of
transaction “cut-offs,” especidly at the end of quarterly or annua periods.

Accounts Subject to Management Judgments

Certain agpects of a financid datement account, for example, the vauation assertion
embedded in an inventory account, generdly ae more susceptible to management
override. Consequently, accounts (or the assertions embedded in them) that require
sgnificant management judgments are generdly more likey candidates for testing in the
forendc-type phaese. The complexity and subjectivity of the accounting principles that

®ITests of controls directed toward the operating effectiveness of a control are discussed in paragraph 53 of the
section in SAS No. 55 on “Consideration of Internal Control in Assessing Control Risk.” To support a control risk
assessment significantly below the maximum level, auditors perform additional tests of controls, as discussed in the
section in SAS No. 55 on “Further Reduction in the Assessed Level of Control Risk.”
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aoply and the potentid for management to influence their sdection and manner of
goplication aso should influence the nature and extent of the tests.>?

Management’ s Monitoring Activities to Prevent or Detect Fraud

The entity’s preventive and detection controls over fraud are important consideraions in
deciding on the nature and extent of testing in the forensc-type phase. Auditors need to
congder, however, whether those controls ded with fraudulent financia reporting, as
opposed to, for example, misappropriation of assets or illega acts only indirectly related
to the financid doatements. Auditors dso need to consder the likdihood that such
controls actudly would serve to inhibit management fraud, if management (at any levd)
were inclined to override them.

In that regard, an important consderation is whether management has reported to the
audit committee on the entity’s control environment and how that environment and the
entity’s policies and procedures (including management’s monitoring activities) serve to
prevent or detect financid doatement fraud. Auditors underdanding of the audit
committegs assessment of the drength of management’'s intolerance for improper
behavior should influence the nature and extent of testing.

Auditors should be cautious, however, not to place excessve emphass on management’s
hign-level  monitoring adtivities, induding high-levd  monitoring of financid and non
financid data, as areason for reducing the extent of testing in the forensic-type phase.

Materiality | ssues

In the section in Chapter 2 on “Edablishing Auditing Standards” the Panel
recommended that the ASB evauate its guidance on materidity in the planning phase of
the audit. That recommendation dso applies to the forensic-type phase. The forensic-type
phase seeks to implement a degree of “auditor-unpredictability,” and it incdludes tests of
accounts not ordinarily performed annudly or tests of accounts traditiondly or frequently
deemed “low risk.” Furthermore, the forensic-type-phase recommendations suggest some
surprise tests and periodic coverage of nonrcorporate and nonU.S. locations. In the
section in Chapter 2 on “Multi-location Audits” the Pand has made recommendations
for improvements to standards in that area.>

The Pand does not intend for auditors to become embroiled in minutia in implementing
the forendc-type phase. On the other hand, the Panel expects that auditors will exercise
credtivity in developing their gpproaches to this phase. Consequently, auditors normally
would sdect some accounts or classes of transactions for testing in the forensc-type
phase that fal bdow normd levels of planning materidity, or sdect some locaions not
normaly included in the scope of their work.

%2 These matters al so should influence the selection of the accounts that should be subjected to retrospective audit
procedures.
>3 See note 15 to Chapter 2 regarding the Panel’ s study of AAERS.
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*k*k*%x

Notwithgtanding the foregoing, in all audits the degree of audit effort in the forendc-type phase
should be more than inconsequentid.
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